How to Protect a Website with
Cloudflare WAF

Introduction

This guide explains how to protect your website using Cloudflare Web Application Firewall
(WAF).

Cloudflare sits in front of your website and filters all incoming traffic. By changing your DNS to go
through Cloudflare, you get:

e Protection against common web attacks (SQL injection, XSS, etc.)
e Built-in DDoS protection

e Free SSL certificates

e Performance benefits from Cloudflare’s global CDN

The process takes a few steps, but once set up, all visitors to your website are automatically
filtered through Cloudflare before reaching your server.

Step 1: Log in to Cloudflare

Go to https://dash.cloudflare.com and log in with your account.
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Step 2: Add Your Website
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1. In the dashboard, click + Add at the top.
2. Select Connect a domain.
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Step 3: Enter Your Domain

Type your domain name (example: yourdomain.com ) and click Continue.

Boost your site's speed and security
Connect your domain to start sending web traffic through Cloudflare.

(B Follow learning path

Enter an existing domain or register a new domain

example.com Il

(®  Quick scan for DNS records | Recommended
Cloudflare will scan for common DNS records and import them for you.

(0 Manually enter DNS records  Advanced

(O Upload a DNS zone file  Advanced

Control how Al crawlers access your site

Prevent Al crawlers from scraping content for training without your permission
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Instruct Al bot traffic with robots.txt

Step 4: Choose a Plan
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Cloudflare will ask you to choose a plan.

e If you just want the WAF and basic protection, select Free (Plan $0).
e Then click Continue
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Step 5: Review Your DNS Records

Cloudflare scans your existing DNS records.

e Make sure your main records (A and CNAME for your domain and www) are there.

e The orange cloud (Proxied) should be ON for the records you want protected by
Cloudflare WAF.

e NS (Nameserver) records should remain as DNS only (gray cloud).
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DNS management for test.com

(B About DNS records

DNS Setup:Full @ Import DNS Records ¥

Search DNS Records

H Search ] @ Add record

Q
O Type @ &  Name @ Content @ Proxy status @ TTL @
() A A * -al+ Proxied  Auto
O A A -alh Proxied  Auto
(] A A -all+ Proxied  Auto
() A CNAME web 920420154 nxc. .. -als» Proxied  Auto
() A CNAME WWwW h186602-geo.tx... -l Proxied  Auto
O NS ns2.safesecure...  DNS only Auto
) MS ns1 safesecure. . DNS only Auto
O NS ns3.safesecure..  DNS only Auto
O TXT * "v=spf1 ~all” DNS only Auto
O TXT * "55d34914-636b-... DNS only
O TXT “google-site-verif... DNS only Auto
O TXT "55d34914-636b-... DNS only Auto

Continue to activation

Once ready, click Continue (you don’t need to tick the checkboxes).

Step 6: Change Your Nameservers

Cloudflare will give you two new nameservers.
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Go to your Cloudflare dashboard —» Websites — select your domain - DNS - scroll to
Cloudflare Nameservers section.
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Overview
Last step: Update your nameservers to activate
Cloudflare

This is the last step to allow Cloudflare to speed up and protect your web traffic.

( [B Review Cloudflare fundamentals )

1. Log into your DNS provider (most likely your registrar)

—> Your registrar is Network Solutions

If you purchased your domain through a reseller (e.g., Squarespace) or use a
separate DNS provider, log into that account instead.

2. Make sure DNSSEC is off

Find and turn off the DNS security (DMNSSEC) setting if it is on. You can re-enable
it later through Cloudflare.

( (B Provider-specific instructions )
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3. Replace your current nameservers with Cloudflare nameservers

This is unlikely to cause downtime, but you may skip this and check your
DNS records first.

A. Find the nameservers section

B. Add both of your assigned Cloudflare nameservers:

#2. harlan.ns.cloudflare.com Click to copy

2. =peh.ns.cloudflare.com Clickto copy

C. Delete your other nameservers:
X nsl.safesecureweb.com
X ns2.safesecureweb.com

X ns3.safesecureweb.com

D. Save your changes

e . . ™
| Provider-specific instructions )

I/'
\ LB

e Go to your domain registrar (the company where you bought your domain, like GoDaddy
or Namecheap).

e Replace the old nameservers with the Cloudflare ones.

e Save changes.

Your registrar - Replace:
nsl.oldprovider.com
ns2.oldprovider.com

With Cloudflare:
ada.ns.cloudflare.com
josh.ns.cloudflare.com

Step 7: Wait for Propagation

DNS changes take time. Usually, 15 minutes up to 24 hours.
When Cloudflare detects the change, your site will show as Active in the dashboard.
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(i) Registrars take up to 24 hours to process nameserver changes (quicker in most cases). We will
email you when test.com is active on Cloudflare.

While in this pending state ¥, Cloudflare will respond to DNS queries on your assigned nameservers.

Once activated, SSL/TLS, DDoS protection, caching, and other automatic optimizations will go live for
proxied DNS records, along with any custom settings you pre-configure.

Step 8: Enable WAF Protection

e In the dashboard, go to Security > Security Rules > WAF.

e Enable Managed Rulesets (Cloudflare OWASP Core Ruleset, Cloudflare Managed
Ruleset).

Cloudflare will now filter malicious traffic before it reaches your site.

Optionally create Custom Rules (e.g., block countries, rate limit requests, block SQL
injection patterns).

Test in “Simulate” mode before switching to “Block” to avoid false positives.

Security
Security rules

Secure your domain with security actions that run on incoming requests. Configure both Cloudflare’s managed rules and your own custom security rules. You can build custom security rules from scratch or use templates to
help you get started.

T . N . ~
(H Security rules documentation ) £ Traffic sequence )

Security rules DDoS protection
Y Show all rule types - ‘ | Q Search by id or rule name Status ¥ + Create rule ‘ Templates
Custom rules 0 active Create rule Go to detection settings

No Custom rules created

Rate limiting rules 0 active Create rule Go to web application exploits settings

No Rate limiting rules created

Step 9: Verify

e Use a tool like dig or nslookup to confirm the domain resolves to Cloudflare IPs (not your
origin server).

e Try visiting the site; Cloudflare headers like cf-cache-status should appear.

e You can also test WAF by visiting http://yoursite.com/?<script>alert(1l)</script>
(Cloudflare should block it if rules are active).

If you need further assistance, kindly contact our technical support at support@cytechint.com
for prompt assistance and guidance.


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2025-09/tr27cbYyLnaXWqVu-image.png
https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2025-09/XYGgF0rP3qvSkob6-image.png
mailto:support@cytechint.com

Revision #3
Created 7 September 2025 07:38:13
Updated 9 September 2025 03:27:48 by Richmond Abella



