Azure Integration -Blob Storage
Leasing

Here are the necessary steps to resolve the issue.

Step 1: Go to your Azure Portal and log in >go to Storage Account dedicated for Elastic
Integration.

Step 2: Maneuver to Data Storage > Containers.

Step 3: Check all the Blob Storage dedicated for every Azure Services for Elastic
Integration except for the $logs.

Step 4: Click the three dots.

| Containers = %
+ Creste D Restore + Contsiner ) Refresh 27 Give fecdback
[ Filter for any field. [Ecerch containers by prefix ® ) Show deleted containers
MName T
e Name Last modified Anonymous access level Lease state

[ siogs 5/2/2023, 11:3245 AM Private Available
B suee-eventhubrinput- 6/19/2023, 122903 PM Private Available
B filebeat-actiityiags- 6/19/2023, 12:2002 PM Private Available
B fieoeat-sppiication-gateway- 6/19/2023, 12:2903 PM Private Available
filebeat-auditiogs- 6/19/2023, 12:2903 PM Private Available
B filebeat-frewalliogs- @ 6/19/2023, 12:2002 PM Private Auailable @
B filebest-platiormiogs- 6/19/2023, 12:2803 PM Private Available
B fieoeat-signinlogs- 6/19/2023, 122903 PM Private Available
B Flebeat.springcloudiogs- 6/19/2023, 12:2003 PM Private Available

B icentity-protection-logs- 6/19/2023, 122003 PM Private Available

B rrovisioning-logs- 6/19/2023, 12:2003 PM Private Available

Step 5: Click "Break lease".
*Wait for a moment to break the lease or refresh the page.
*If you can't break the lease for multiple blob storage, do it one by one.

Home > Storage accounts

Storage accounts : = | Containers ¢ %
+ Creste D Restore + Container ) Refresh &7 Give fesdback
| Filter for any field. [Fearch containers by prefix ® ) Show deleted containers
Name 1
ot Name Last modified Anonymous access level Lease state
[ siogs 5/2/2023, 11:3245 AM Private Available
B azure-eventhubrinput- 6/19/2023, 12.29.03 PM Private Avslable -
. filebeat-activitylogs- 6/19/2023, 122903 PM Private Available
Events B dieosst-spplication-gatenay- 6/19/2023, 12:2903 PM Private Available: J—
filebeat-suditiogs - 6/19/2023, 122903 PM Private Available: .
B Fiebeat-frevaliiogs- 6/19/2023, 12:2903 PM Private :..
B fiebeat-platiormiogs- 6/10/2023, 12:2003 PM Private Avsls B change access level
B fieoeat signiniogs- 6/19/2023, 12:2303 PM Private: Avslable | (D) Edit metadsta
[ Flebeat-springcloudiogs 6/10/2023, 12:2903 PM Private Available
& File shares B icentity-protection-logs- 6/19/2023, 12:2903 PM Brivate Available
T Queves B provisioning-logs- 6/19/2023, 12:2903 PM Private Avalable

Step 6: You should have this output. The lease state should be "Broken".



Storage accounts

+ Creste D Restore

|_Filter for any fiekd.
MName T

Step 7: Check again all the Blob Storage dedicated for every Azure Services for Elastic

Storage sccourt
= Overview
& Activity log
@ T
X Diagnose and solve prablems
. Access Contral (1AM)
@ Data migration
Events
I Storage browser
& Storage Mover
% Pariner solutions
 Data storage
= Containers
& File shares
™ Queues

B3 Tables

| Containers ¢

+ Container

) Refresh

&7 Give feedback

[Eearch containers by prefic

Name.
Slogs
azure-eventhub-input-

filebeat-activitylogs-

filebeat-suditiogs -
filebeat. firewalllogs-
filebeat-platformiogs-
filebeat-signinlogs-
filebeat-springeloudiogs-

identity-protection-logs-

OooooooooooD

provisioning-logs-

Integration except for the $logs.
Step 8: Click the three dots.
Step 9: Click "Acquire lease".

Home > Storage accounts

Storage accounts

+ Create ) Restore

[ Fiter for any fiekd
Name T

Storage accourt

P Search
= Overview
B Activity leg
@ Togs
X Diagnose and solve problems
B Access Control (18M)
# Data migration
Events
I Storage browser
& Storage Mover
% Partner solutions
v Data storage
‘= Containers
& File shares
T Queves

M Tables

| Containers  #

+ Container

filebeat-application-gateway-

Q) Refresh

Last modified

5/2/2023, 11:3245 AM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM

6/19/2023, 12:2903 PM

A Give feedback

Anonymous access level
Private
Private
Private
Private
Private
Private
Private
Private
Private.
Private

Private

[Eearch containers by prefix

azure-eventhub-input-

filebeat-activitylags-

filebeat-suditlogs-
filebeat-frewalllogs-
filebeat-platiormiogs-
filebeat-signinlags-
filebeat-springcloudiogs-

identity-protection-logs-

I T

provisioning-logs-

filebeat-application-gateway-

Last modified

5/2/2023, 11:3245 AM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM

6/19/2023, 12:2903 PM

Anonymous access level
Private.
Private.
Private
Private.
Private.
Private
Private
Private.
Private.
Private

Private.

) Show deleted containers

Lease state
Ayailable
Broken
Broken
Broken
Broken
O] e
Broken
Broken
Broken
Broken

Broken

) Show deleted containers

Lease state
Available
Broken
Broken
Broken

Brg

Broken
Broken
Broken
Broken

Broken

Step 10: You should have this output. The lease state should be "Leased".
*Wait for a moment to renew the lease or refresh the page.
*If you can't renew the lease for multiple blob storage, do it one by one.

Home > Storage accounts >

Storage accounts

+ Creste D Restore

[Fiver for ony ik
Name T

Storage accourt

D Search
= Overview
B Activity leg
& Tags
X Diagnose and solve problems
B, Access Control (1AM)
# Data migration
Events
S Storage browser
& Storage Mover
¥ Partner solutions
v Data storage
= Containers
& File shares
M Queves

B Tebles

| Containers  » *

+ Container

O Refresh

&7 Give fesdback

[Eearch containers by prefix

Name
Slogs
azure-eventhub-input-

filebeat-activitylags-

filebeat-suditlogs-
filebeat-firewalllogs-
filebeat-platiormiogs-
filebeat-signinlags-
filebeat-springcloudlogs-

identity-protection-logs-

Oo0OoDoDooooooo

provisioning-logs-

Step 11: Click the three dots.
Stepl2: Click Container properties.

filebeat-application-gateway-

Last modified
5/2/2023, 11:3245 AM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:29:03 PM
6/19/2023, 12:2903 PM
6/19/2023, 12:2003 PM

6/19/2023, 12:2903 PM

Anonymous access level
Private.
Private.
Private
Brivate
Private.
Private
Private
Private.
Private.
Private

Private:

) Show deleted containers

35 Container properties
@ Generate 55

& Access policy

Bro

) Change access evel
@ edit metadata

[ Delete

Lease state

Available

Leased

Leased

Leased

Leased

Leased

Leased

Leased
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Home > Storage accounts >

Storage accounts | Containers = %
Storage accourt
+ creste D Restore P Search + Container () Refresh [ Delete &7 Give feedback
[TFiter for an e [Ecerch containers by prefix ® ) Show deleted containers
e & Activitylog
i o @ T Name Last modified Anonymous access level Lease state @
K Disgnase and solve problems [ siogs 5/2/2023, 11:3245 AM Private Available
A Access Control (IAM) [ azure-eventhub-input- 6/19/2023, 12.29.03 PM Private. Le El
# Daia migration [ filebeat-activitylogs- 6/19/2023, 12:2903 PM Private Lease: @ Generate 545
Events [ filebeat-application-gateway- 6/19/2023, 12:2003 PM Brivate Leased & Aceess poliey
B Storsge browser [ filebeat-suditiogs- 6/19/2023, 122903 PM Private. Lessed
# Storage Mover O filebeat-firewalliogs- 6/19/2023, 12:29.03 PM Private Leased 57 Break lease
% Partner solutions [ filebeat-platicrmiogs- 6/19/2023, 122903 PM Private Leased £ Change access level .
' Data storage [ filbest-signinlogs- 6/19/2023, 12:2903 PM Private. Leased © edit metadata
= Containers [ filebeat-springcloudiogs- 6/19/2023, 12:2903 PM Private. Leased il o
& File shares [ icentity-protection-logs- 6/10/2023, 12:2003 PM Private Leased
™ Quevss [ provisioning-logs- 6/19/2023, 12:2303 PM Private. Lesed
B Tables

Step 13: Scroll down and look for the Lease Status, Lease State, Lease Duration.
You should have this output: Lease Status: Locked, Lease State: Leased, Lease
Duration: Infinite

£ « () Refresh A7 Give feedback

se

7 Overview

NAME
£ Diagnose and solve problems

filebeat-activitylogs-apolio-
By Access Control (AM)

v Settings URL

hitpsi/) . blob.core windowsnevfilebeat-activitylogs- _

% Shared access tokens
Aceess policy LAST MODIFIED
11} Properties 2/10/2025, 5:36:41 PM

Metadata
° ETAG

OxBDD49BEECIDAFT

LEASE STATUS

Locked

LEASE STATE @

Leased

LEASE DURATION

Infinite

ENCRYPTION SCOPE

$account-encryption-key

Step 14: Go back to > Containers and click one Blob Storage.

Home > Storage accounts

Storage accounts « — | Containers ¢ +# - x
Storage scca
+ Create D Restore P Search + Container Change s leve Rest sine &) Refresh | i A7 Give feedback

= Overview [Eearch containers by prefic

) Show deleted containers

| Filter for an
TName 1. &l Adiviyleg
P | @ T Name Last modified Anonymous aceess level Lease state
X Diagnose and solve problems O sigs 5/2/2023, 11:3245 AM Private Available -
A Access Control (IAM) O azure-eventhub-input- 6/19/2023, 12:29:03 PM Private Leased
& Data migration O 6/19/2023, 122903 PM Private Leased
Events [ filebest-sppiication-gateway- 6/19/2023, 12:2903 PM Private Lessed e
B8 Storage browser [ filebeat-suditiogs- 6/19/2023, 122903 PM Private. Lesced
& Storage Maver [ filebeat-frewalliogs- 6/19/2023, 12:2903 PM Private Leased -
& Partrer solutions O filebest-platiormicgs- 6/19/2023, 12:2003 PM Private Lessed
~ Data storage [ filebeat-signinlogs- 611972023, 12:2903 PM Private: Leased
= Containers [[] filebeat-springcloudiogs- 6/19/2023, 12:2003 PM Private Leased
& Fie shares [ identity-protection-logs- 6/19/2023, 12:2002 PM Private Leased B
T Queues [ provisioning-logs- 6/19/2023, 12:2903 PM Private Leased e
3 Tables

Step 15: Click the three dots.
Step 16: Click "Break lease".



1 filebeat-activitylogs-

Containe

£ Search X«
7 overview
P Diagnose and solve problems
A Access Control (AM)
v Settings

@ Shared access tokens

Accass policy
11} Properties

© Metadata

T Upload [ Change accesslevel () Refresh

Authentication method: Access key (Switch to Microsoft Enira user account)
Location: filebeat-activitylogs:

Search blobs by prefix (case-sensitive)

Fp add fiher

Step 17: Wait for a moment. The lease

1 filebeat-activitylogs-

Container
Search X«
7 overview
2 Diagnose and solve problems
Az Access Control (JAM)
v settings
@ Shared access tokens
Access policy
11§ Properties

© Metadata

T Upload ) Change accesslevel () Refresh

Authentication method: Access key (Switch to Microsoft Enfra user account)
Lacation: filebeat-activitylogs-

Search blabs by prefis {

e-sensitive}

g add fier

Step 18: After a moment or refresh the
to "Leased".

1 filebeat-activitylogs-
T Overview
£ Giagnose and soe problems
A Access Control (JAM)
 Setings

& Shared access tokens

Access policy
11t Properties

© vendata

T Upload () Change accesslevel () Refresh

Authentication method: Access key (switch to Microsoft Entra user account)
Location: fiebeat-activiylogs

Search blobs by prefic {case-sensitive)

Fig add fier

Name

ORe

Step 19: Click the three dots.
Step 20: Click properties.

Modified

2/12/2025, 12659 PM

state output should be "Breaking".

Modified

2/12/2025, 12659 PM

A7 Give feedback

Access tier Archive status.

Hot (Inferred)

A7 Give feedback

Access tier Archive status.

Hot (Inferred)

(@ ) show deleted blobs.

(@ ) show deleted blobs.

Blob type

Block blob

Blob type

Block biob

size Lease state. @
sos v =
L Comnlosd
3 Propertics

@ Generate 545
B View versions

A View snapshots
5 Create snapshot

2 Change tier

size Lease state.

page, it will automatically update the lease state

Madified

2/12/2025, 12659 PM

A7 Give feedback

Access tier Aschive status.

Hot inferred)

T

Show deleted blobs

Blob type

Block blob

Size Lease state.

2438




1 filebeat-activitylogs- X
Containe
x T Uplosd £} Changescces vl () Retesh 2 - A7 Govefeccback
B overview Authentication method: Access key (Swilch to Microsoft Enfra user account)
Location: fiebeat-scttylogs-
2 Diagnose and solve problems e
B Access Control QAM) Search blabs by prefix {case-sensitive) @ ) Show deleted blcks
v Setts
e Fp add fiher
@ Shared access tokens
Access policy Name Modified Access tier Archive status Blob type size Lease state.
11§ Properties D Bo 2/12/2025, 126:59 PM Hot (inferred) Block blob 243 B & viewpedit

1 pownicad

@ Generate 54

© Metadata

oln

 Viewversions
7 View snaphots
(5 Create snapshot

2 change ties

&7 Breaklease

Step 21: Scroll down and look for the lease status, lease state, lease duration.
You should have this output: Lease Status: Locked, Lease State:
Duration: Fixed

Leased, Lease
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Step 22: Do these to all the Blob Storage for every Azure Services and repeat the process
from Step 14 to Step 21.

Home > Storage accounts >

Storage accounts < = | Containers = ¥ - x
Serage sccourt
+ creste %) Restore - o Sesrch + Contsiner ) Refresh i c A7 Give fesdback
[ Filter for any field. o Cerdew, [Fearch containers by prefix (® ) Show deleted containers
Name Tl Adiiyleg
i o @ T Name Last modified Anonymous access level Lease state
X Diagnose and solve problems [ siogs 5/2/2023, 11:3245 AM Private Available
A Access Control (1AM) B szure-eventhubeingut- 6/19/2023, 12:2903 PM Private Leased
# Data migration B fieoest sctviylogs- 6/19/2023, 12:2903 PM Private Leased
Events B ficoeat-appiication-gateway- 6/19/2023, 12:2003 PM Private Leased
B Storage browser B fiebeat-suditiogs- 6/19/2023, 12:2903 PM Private Leased
# Storage Mover B ficbeat firevalliogs- @ 6/19/2023, 122903 PM Private Leased
¥ Partner solutions B fieoeat-platiormiogs- 6/19/2023, 12:2903 PM private Leased
v Dats storage B fiebeat-signinlogs- 6/19/2023, 12:2903 PM Private Leased
= Containers B flebest springeloudiogs- 6/19/2023, 12:2003 PM Private Leased
- e shares B ity provection-logs- 611972023, 12:2903 PM private Lessed
I Queues B srovisioning-logs- 6/19/2023, 12:2903 PM Private Leased
B Tables
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