CyTech AQUILA - Cloud
Security Posture Management
(CSPM) Module

Overview:

CSPM helps secure your cloud infrastructure by discovering and evaluating cloud services (e.qg.,
storage, compute, IAM) against CIS benchmarks to identify and remediate configuration risks that
may affect data confidentiality, integrity, and availability.

Key Features:

e Cloud Provider Support: Compatible with AWS, GCP, and Microsoft Azure.
e Evaluation Frequency: Resources are evaluated every 24 hours using read-only
credentials.
e Findings & Dashboards:
o High-level insights in the Cloud Security Posture dashboard.
o Detailed findings available on the Findings page.

Pre-requisites

1. Access to CyTech - AQUILA
e Only users assigned the "Owner" or "Admin" role can access the Log Collector
installation resources within the platform.

To navigate to CSPM Module please follow the instructions below:

Step 1: Log in to CyTech - AQUILA. click here --> AQUILACYBER.ai
Step 2: Click on Cyber Monitoring.



https://aquilacyber.ai/overview-v3/dashboard/maindashboard
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Welcome to Cyber Monitoring

Continuous monitoring for proactive threat detection and response.
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Step 4: Hover into leftmost panel to view all the CSPM sections.
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Here in the CSPM Dashboard you can view all the evaluations. Such as Account
Evaluated, Compliance Score, Compliance by Center in Internet Security (CIS),
Findings and Posture Trends.
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. Account Evaluated:

e This refers to the specific cloud accounts that have been assessed for security
compliance. An "account" in this context typically represents a collection of cloud
resources under a single administrative domain within a cloud service provider (e.g.,
an AWS account, an Azure subscription). Evaluating an account involves checking its
resources and configurations against security benchmarks.

. Compliance Score:

e The compliance score is a metric that indicates how well a cloud account or resource
adheres to predefined security benchmarks, such as those set by the Center for
Internet Security (CIS). It is usually expressed as a percentage, with a higher score
indicating better compliance. This score helps organizations quickly assess their
security posture and identify areas needing improvement.

. Compliance by Center for Internet Security (CIS):

e This refers to the evaluation of cloud resources against the security guidelines and
best practices defined by the CIS benchmarks. These benchmarks provide a set of
controls and recommendations to secure cloud environments. Compliance by CIS
helps organizations ensure their configurations align with industry standards for
security.

. Findings:

e Findings are the results of the security assessments conducted by the CSPM module.
They detail specific issues or misconfigurations identified during the evaluation
process. Each finding typically includes information about the affected resource, the
nature of the issue, its severity, and recommended remediation steps.

. Posture Trends:

e Posture trends refer to the analysis of changes in security posture over time. This
involves tracking improvements or regressions in compliance scores and findings.
Understanding posture trends helps organizations identify patterns, measure the
effectiveness of their security initiatives, and make informed decisions about future
security strategies.
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In the Findings Dashboard - it shows you all the detailed misconfigurations
evaluated by our CSPM Module. Here you view the Result, Resource ID, Resource
Name, Resource Type, Rule Number, Rule Name, CIS Section, Last Checked and
Cloud.

AQUILA

Progress on Resolved Findings

Findings

Misconfigurations

This section gives an overview of all misconfiguration findings detected from cloud integrations
across AWS, GCP, and Azure.

Overall Resolve Findings

Displays the percentage of resolved vs. unresolved misconfigurations. It includes a progress bar
and a warning message urging users to follow remediation steps to maintain cloud security.

All Results Tab

Lists all misconfiguration findings from all cloud providers in one consolidated view.

Amazon AWS Tab

Filters the findings to only show results from Amazon Web Services (AWS).

Google Cloud Platform Tab

Shows findings that pertain exclusively to GCP (Google Cloud Platform) assets.

Azure Tab
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Filters results to display only Azure-related misconfiguration findings.

Search & Filter Function

e Search Bar: Quickly locate specific misconfiguration results by keyword.
e Filter Button: Apply advanced filters (e.g., cloud type, severity, category) to narrow
down the displayed results.

1. Result:

e The result indicates the outcome of a security assessment for a specific rule or
check. It typically shows whether the resource passed or failed the evaluation based
on compliance with the security benchmark.

2. Resource ID:

e This is a unique identifier assigned to a specific cloud resource within an account.
The Resource ID helps in precisely identifying and referencing the resource in
security assessments and reports.

3. Resource Name:

e The resource name is the human-readable name assigned to a cloud resource. It

helps users easily identify and manage resources within their cloud environment.
4. Resource Type:

e This refers to the category or kind of cloud resource being evaluated, such as a
virtual machine, storage bucket, database instance, etc. Understanding the resource
type is crucial for applying the correct security checks and benchmarks.

5. Rule Number:

e The rule number is a unique identifier for a specific security rule or check within a
benchmark. It helps users quickly reference and locate the rule in documentation or
reports.

6. Rule Name:

e The rule name provides a descriptive title for a security rule or check. It summarizes
the purpose or focuses of the rule, such as "Ensure encryption is enabled for storage
buckets."

7. CIS Section:

e CIS Sections refer to categories of security best practices defined by the Center for
Internet Security (CIS) benchmarks. These sections group related security controls
and guidelines that help ensure cloud resources are configured securely.

8. Last Checked:

e This indicates the most recent time when a particular resource or configuration was
assessed for compliance with security benchmarks. It helps users understand how
up to date the security posture information is.

9. Cloud:

e In CSPM, "Cloud" refers to the specific cloud service provider or environment being
assessed. This could include platforms like AWS, Azure, or Google Cloud. The CSPM
module evaluates resources within these cloud environments against security
benchmarks.



By clicking each of the misconfigurations -, it will show you all the details such

as Evidence, Remediation and Rule Info.

Misconfigurations
See all findings of the igurations through cloud i

Overall Resolve Findings
Progress on Resolved Findings

More Findings to Resoive

Findings

Result Resource ID Cloud Rule Name Resource Name I Section
[fcompute.googleapis.com/projects/neri gep Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network default Networking
[leompute.googleapis.com/projectsneri gop Ensure that VPG Flow Logs is Enabled for Every Subnet in a VPG Network default Networking
[lcompute.googleapis.com/prajects/ner gep Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network default Networking
[feompute.googlsapis.com/projects/neri gep Ensure that VPG Flow Logs is Enabled for Every Subnet in a VPC Network default Networking
[leompute.googleapis.com/projects/ner gep Ensure VM Disks for Critical VMs Are Encrypted With Customer-Supplied Encryption Keys—  api-event-router-bg-app-e-01120726-w..  Virtual Machines

[feompute.googlsapis.com/projects/neri gep Ensure that VPG Flow Logs is Enabled for Every Subnet in a VPC Network default Networking

1row selected

Total Findings Total Unresolved Findings

2723

2373

Last Checked

4 hours ago

4hours ago

4 hours age

4hours ago

4 hours age

4hours ago

Rows perpage: oo,  1-1000f 2728

In the evidence tab, it will give you the details of information that supports the

misconfiguration.

Fail | Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network

Rule Name Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network Framework Source
Resource Name default
Rule Tags Cis

Resource 1D Resource subtype

CI5 section Networking

The Specific Resource Metodata That was evaluated to generate this posture finding

gcp-compute-subnet

‘default’
null

1738915200

Remediation tab shows all the needed instructions to resolved the
misconfigurations and you can also "Add a Task" function.

GCP

Cls38 Networking
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Fail | Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network

Rule Name Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network Framework Source

Resource Name default Rule Tags ClIs GCP  CIS38  Networking

Resource 1D Resource subtype

CI5 section Networking

*From Google Cloud Console®*
network GCP Console visiting “https: ole.cloud.google.com/ networking/networksli
2. Click the nome of a subnet, The "Subnet details’ poge displays.
. Click the "EDIT" button.
Set ‘Flow Logs™ to "Om’.
Expand the "Configure Logs™ sec

6. Set "Aggregation Interval” to "5 SEC".

Rule info tab shows the full details such as Description, Rationale, and
References.

Fail | Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network

Rule Name Ensure that VPC Flow Logs is Enabled for Every Subnet in a VPC Network Framework Source

Resource Name default RuleTags CIS GCP  CIS38  Networking

Resource 1D Resource subtype

CI5 Section Networking

Descri ption: Flow Logs is a feoture that enables users to capture informotion obout the IP traffic going to and from network interfoces in the organization's VPC Subnets. once a flow log is created, the user
can view and retrieve its dota in Stackdriver Logging. It is recommended that Flow Logs be enablad for every business-critical VPC subnet.

Rationale: VPC netweorks and subnetworks not reserved for internal HTTP(S) load bakancing provida logically isclated ond secure network partitions where SCP resources can be launched. When Flow Logs
are enabled for a subnet, Wis within that subnet start reporting on all Transmission Control Protocol (TCP) and User Datagram Protoceol (UDFP) flows. Each YW samiples the TCP and UDP flows it
saes, inbound and outbound, whather the flow is to or from another Vid, a host in the on-premises dobocenter, o Google service, or a host on the Internet. If two GCP VMs are communicating,
and both are in subnets that have VPC Flow Logs enablad, both YiMs report the flows. Flow Logs supports the following use coses: - Network menitoring - Understanding network usage and
optimizing network traffic expenses - Network forensics - Real-time security analysis Flow Logs provide wisibility into network traffic for each VM inside the subnet and con be used to detect
anomalous traffic or provide insight during security workflows. The Flow Logs must be configured such that all network traffic is logged, the interval of logging is granular to provide detailed
infarmation on the connactions, no logs are filtered, and metodata to facilitate investigations are included. **Nota®™: Subnats resarved for use by internal HTTP(S) load balancars do not support
wPC flow logs.

CEErEmEEE [cloud.google.com/fvpe/docs/using-flow-logs#enabling_vpc_flow_logging

=f[cloud.google.com/fvpe/
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Task Management Section- Displays all tasks created to mitigate identified
vulnerabilities from cloud security findings.

AQUILA

Task Management
All tasks created to mitigate Identified vuinerabilities

Total Tasks

Summary Cards

e Total Tasks: The overall number of tasks created.

e Task Completed: Number of tasks successfully resolved.

e Unassigned Task: Tasks not yet assigned to any user.

e New Tasks: Recently added tasks not yet started or in progress.

Search & Filter Function

e Search Bar: Allows quick lookup of specific tasks by keyword.
e Filter Button: Opens advanced filtering options (e.g., severity, assignee, status).

Task Table

Displays task details including:

e ID: Unique identifier for each task

e Task Name

Relation: Link to associated misconfiguration or finding
Severity: Impact level of the issue

Assignee: Person responsible for the task

Status: Current progress (e.g., new, in progress, completed)
Start/End Date, Created At: Timeline info for tracking progress
e Actions: Manage or update the task
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Reports Section navigate through the leftmost button as highlighted in the image.

AQUILA

Reports

View and Manage Penetration Test Reports

Step1l: By clicking the box icon's drop-down button, it will show options to display desired findings.

Step2: Choose desired output.

1. All:

e This typically refers to a view or filter option that allows users to see all available
data or findings within the CSPM module. It provides a comprehensive overview of all
security posture assessments and findings across different cloud resources and
configurations.

2. CIS Section:

e CIS (Center for Internet Security) Sections refer to categories of security best
practices defined by the CIS benchmarks. These sections group related security
controls and guidelines that help ensure cloud resources are configured securely. In
CSPM, findings are often categorized by CIS sections to help users identify which
areas of their cloud environment are least compliant with these best practices.

3. Last Checked:

e This indicates the most recent time when a particular resource or configuration was
assessed for compliance with security benchmarks. It helps users understand how
up to date the security posture information is and whether any recent changes might
not yet be reflected in the findings.

4. Cloud:

e In CSPM, "Cloud" refers to the specific cloud service provider or environment being
assessed. This could include platforms like AWS, Azure, or Google Cloud. The CSPM
module evaluates resources within these cloud environments against security
benchmarks to identify potential misconfigurations or vulnerabilities.

Step 3:

1. Export Reports:
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e This feature allows users to generate and download reports of their security posture
findings. Exporting reports can be useful for sharing with stakeholders, conducting
audits, or maintaining records for compliance purposes. Reports typically include
details of the findings, affected resources, and recommendations for remediation.

Set-up Reports

Set up the necessary configuration for your report before creating one.

Report Title

Report Type

Date Range

June 19, 202¢

If you need further assistance, kindly contact our support at support@cytechint.com

for prompt assistance and guidance.
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