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AQUILA v4. Dashboard

Overview

This is the new and improved dashboard of the AQUILA, where it might seem confusing than the
old dashboard. It contains a lot of information with each module, metrics, and its domains.
Basically, an overview of monitoring on what are the things that need help and the things that are
required to do for the daily operations.
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Cyber Way Points

Let's start with this section, Cyber Way Points section is where the different task list is located for
each module, such as Cyber Training, Culture & Awareness and other modules with assigned
task and its details.
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Overall Cyber Posture

Cyber Posture reflects all combined cybersecurity health across each domain and its

for security operations.

Conduct Phishing Awareness Training

) Cyber Training, Culture & Awareness

Subtasks Attachments

Zero Trust Architecture

Comments Activity

Reach out to all department heads to confirm their current contact details. Ensure updates are documented in the standard contact format

and confirm acknowledgment

24 People

Q John Boe

Details

Medium
09/12/2025

09/12/2025

Relation

Overall Cyber Posture @

Overall Cyber Posture

Overall Cyber Posture

Overall Cyber Posture Levels

Multiple domains are operating well below
acceptable thresholds. Control gaps, delayed

execution, or unmanaged risks are widespread.

High likelihood of security incidents or operationa
disruption. Leadership lacks reliable assurance over
cybersecurity readiness.

Several domains consistently at At High Risk with
unresolved critical KPls.

@ ohnooe

09/20/2025 (g

© What is Overall Cyber Posture

Overall Cyber Posture reflects the organization's combined

cybersecurity health across all ten domains. It shows how wel

controls, risk management, and security operations are

Controls exist but require focus

performing, and whether capabiliti

are balanced, sustainable.

and aligned with business objectives.

Domain weaknesses are accumulating faster than

improvements. Risks are known but not being

addressed at sufficient speed.

Security teams may be reactive rather than proactive.
Governance and execution gaps begin affecting
business confidence.

Repeated delays in remediation, incomplete
initiatives, or weak governance follow-through.

Clients can also access "Cross-Domain Performance
that are assigned for each button.

Core security capabilities exist but lack consistency
across domains. Improvements are visible but

Security posture is manageable but fragile. Targeted
failures could cascade into broader risk.

Strong performance in some domains offset by
persistent weaknesses in others.

management

Cross-Domain Performance Overview

Most domains meet or exceed expected maturity
thresholds. Risks are controlled and continuously

monitored

Leadership has confidence in cybersecurity
readiness. Security supports business objectives
rather than constraining them

Majority of domains operating at Optimal or Low
Risk with sustained KPI performance.

Overview" to navigate different modules
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Cross-Domain Performance Overview

o

Cross-Domain Performance Overview

Cyber Response Efficiency

This section shows Mean Time to Detect (MTTD), Mean Time to Respond (MTTR) and
Metrics for response efficiency on cyber incident on how well your organization takes incident.

Cyber Response Efficiency

Cyber Response Efficiency

Cyber Response Efficiency
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Cyber Pressure Indicator
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This section shows combined KPI with real-time operational signals. It also shows list of KPI with
their "Severity" and "Expected KPI Rank"

Cyber Pressure Indicator

”

Threat Pressure Operational Pressure Organizational Pressure

72% 7%

Cyber Pressure Indicator

Cyber Pressure indicator

nizational Pressure KPis (12)

k set. While this is optional, defining one based on your organizatis realistic targets can help provide clearer context for performance tracking and better

Cyber Interoperability Map

Cyber Interoperability Map is a section were, clients can see their performance of the KPI, and % of
Cyber initiatives on schedule with their scoring.

Cyber Metrics & Board Reporting Cyber Interoperability Map

3 Positive Interoperability

13%

KP1 Movement Summary

Negative Interoperability
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Users can also click the "!" icon to learn more about Cyber Interoperability Map and its usage.

Cyber Interoperability Map

The Cyber Interoperability Map shc

rough performance changes. It visualizes how improvement:
create positive impact and how decl

Cybersecurity performance is interconnected. When ene domain improves or declines, it creates ripple effects across your entire security
posture.

Cyber Interoperability Map
What do the nodes represent? What does the number on a node
mean?

Positive Interoperability
13%

Green Arrows = Positive Interoperability

AQUILA
Red Arrows = Negative Interoperability

Negative Interoperability
Data Governance & Privacy
© )

Declining KPIs may create ¢

ing effects across
connected domains if not addr

) Positive Interoperability Negative Interoperability

Cybor Intaroperabiity Map

Cyparinaroparabiiny Map

Cyber Domains

This section provides Domain metrics and Domain scoring, each of Domains contains modules

that can be used as a navigation.

Cyber Domains

Cyber Metrics & Board Reporting Data Governance & Privacy Regulatory Intelligence Third-Party & Supply Chain Cyber Talent & Culture
Domain Score 68% Domain Score 93% Domain Score 46%
C——

Domain Score. 51%

Domain Score

93%
O

SOC Optimization

Cloud & API Security

Domain Score

Cyber Resiliency
Domain Scere 53%
——

Domain Score
S

3%
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By pressing the @ on one of the Cyber Domains, it will open a window where it shows a detail of
the Domain Score.

Cyber Metrics & Board Reporting

The Cyber Metrics & Board Reporting domain measures how consistently cybersecurity performance is communicated and monitored, ensuring executives have reliable visibility into risks, progress

. and resource needs, Strong performance means
reporting is timely, complete, and aligned with governance expectations.

Domain Score

68%

Domain KPIs

% of Cyber Initiatives Completed Board Reporting Frequency & % of KRIs within Acceptable

Budget Variance vs Planned
on Schedule N Timeliness

Thresholds Cyber Spend

75% Monthly / On Time 77% 20%

At Risk |

behind schedule. Verify There are # ISSC reports subs There are # KRIs exceeding acceptable thresholds. There are no significant budget variances. Cyber

confirm updated target Review ca f delay and ensure owners follow Investigate root causes and coordinate with domain spending remains aligned with the planned budget.
dates to prevent further slippage. reporting schedules. owners for corrective actions.

@ Cyber Annual Workplan Security Steering C:

o > Senior Management Involvement < Information Security Pressure Analysis
(5S¢}

The client can also click the @ icon again to navigate another window which is Cyber Metrics &
Board Reporting. This section shows measurements of how consistent the Cybersecurity

performance is communicated and monitored.

Cyber Metrics & Board Reporting

Domain Score © what is Cyber Metrics & Board Reporting?

6 8 O/ The Cyber Matrics & Board Reporting domain measures how consistently cybersecurity
0 performance is communicated and monitored, ensuring executives have reliable visibility
into risks, progress, and resource needs. Strong performance means reporting is timely,
A complete, and aligned with governance expectations.

Cyber Metrics & Board Reporting Domain Levels

[ Atriskc 76-100

Critical deficiencies exist. Performance is far significant weaknesses are affecting Performance is uneven. Several gaps or delays Performance s strong and aligned with targets.
below expectations and poses major performance. Immediate corrective actions are require menitering to prevent further decline.

Controls, processes, and activities operate
operational or compliance risk needed to avoid escalation

reliably with minimal issues

Inconsistent reporting creates uncertainty and
Major visibility and compliance gaps. Leadership Decisions rely on incomplete or late information, miakes forecasting difficult.

Clear and timely reporting enables confident
cannot make informed decisions. slowing response and planning

decisions and strong governance

« Some reports complete, others missing

+ Missed board reports « Late KPI or incident updates details

- Delayed compliance submissions - Unelear priorities for security initiatives « Metrics lack clarity

+ No clear view of cyber progress « Executives forced to decide with partlal data + Planning requires extra review or follow-up

+ Consistent, on-time executive updates
+ Aceurate budget and resource planning
 Clear KPI trends that guide direction

oo (TR
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Clients can also use the side bar to navigate each module by pressing this icon .

Favorites

AQUILA Menu

Cyber Resilience
Al Security & CGovernance
Zero Trust Architecture

Cloud & API Security

Third-Party & Supply
Chain Risk

ecurity Automation &
SOC Optimization

Regulatory Intelligence &
Compliance

Cyber Metrics & Board
Reporting

Cyber Talent & Culture

44 Each module in the system contains several submodules that function as helpful
and specialized tools for Cyber Security Operations. These submodules are
designed to support different aspects of cybersecurity processes, enabling
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organizations to manage threats, respond to incidents, and maintain operational
security more effectively. For example, the Cyber Resilience module includes the
Cyber Incident Management subdomain, which plays a critical role in supporting
cyber investigations and case management. This subdomain provides structured
processes and tools that allow security teams to document, analyze, and
manage each investigation in an organized manner. Through these capabilities,
cybersecurity professionals can track incidents, coordinate responses, maintain
investigation records, and ensure that each case is handled systematically and
efficiently.

The newly improved AQUILA v4 Dashboard serves as an essential tool for Cyber Security
Operations by providing a comprehensive overview of the platform’s modules and their current
security status. Through its centralized interface, security teams can easily monitor and assess the
overall condition of the system, including identified vulnerabilities and potential security risks. The
dashboard highlights vulnerabilities that require remediation, allowing cybersecurity professionals
to prioritize and address critical issues more efficiently. By presenting this information in a clear
and organized manner, the AQUILA v4 Dashboard enables faster detection of threats, improved
response times, and better decision-making for security operations. Ultimately, this enhanced
visibility helps organizations strengthen their cybersecurity posture and maintain a proactive
approach to threat management and incident response.

If you need further assistance, kindly contact our support at support@cytechint.com for

prompt assistance and guidance.
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