CyTech - AQUILA EDR
Automatic

Endpoint Detection and
Responce (EDR) - Automatic
Installation

Endpoint Detection and Response (EDR), is a cybersecurity technology that focuses on detecting,
investigating, and responding to suspicious activities and threats on endpoints, such as
workstations, laptops, and servers. EDR solutions provide visibility into endpoint activities and help
security teams identify and mitigate potential threats before they can cause significant harm.

Pre-requisites

1. Access to CyTech - AQUILA
e Only users assigned the "Owner" or "Admin" role can access the Log Collector
installation resources within the platform.

Steps to Add AQUILA EDR

Please follow the steps below to add a Log Collector using Windows Environment.

1. Log in to CyTech - AQUILA. Click here: usdc.cytechint.io

e Click Collapse to view side panel. Then navigate through Domains>Cyber
Monitoring>Endpoint Detection and Response>Endpoints.


https://usdc.cytechint.io/
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2. Click "Install Endpoint" to start installation window.

Endpoints
Monitor device security status and take action on compromised endpoints.

Endpoint Security State Endpoint Health Endpoint OS Type

red Er oint
@0nline
@Unhealthy
o

Endpoints Qortiine

Isolated Endpoint
0

—+ Install Endpoint

Endpoint Security Status IP Address Mac Address Version Health Last Seen

Date Installed

linutes Ago

ys Ago July 17, 2025

Inactive Jun 18, 2028 June 18, 20256

3. Review the needed requirements for each Operating Systems and click "Next".
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Requirements

Make sure you have these things ready to have a smooth installation process of log collector.

Ready To Install?

recomi
Click th
Before getting ed, please make sure you meet the basic requirermnents below:

= You have a stable Internet Connet
nin Privile

4. Choose "Automatic" installation and click "Next".
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Options

Select your installation method for your log collectors.

Automatic
The Log Collector will automatically download. i en insti jons for the manual

tor.
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5. Download the AQUILA EDR installer.
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Options » Automatic Installation

Select Operating System for your Endpoint, Detection and Response Log Collector.

Step 1: Download

Click the download button and wait for it to finish downloading.

Aquila EDR Download Installer

(] step2:copy the secret token

Copy the secret token, it will be used for the installer.

(] step 3: Confirm the Installation Is Complete

& Back

6. Follow the number of steps to keep the AQUILA EDR installer.
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Options » Automatic Installation
Select Operating System for your Endpoint, Detection and Response Log C(

Step 1: Download

Click the download button and wait for it to finish downlooding.

Aquila EDR

Step 2: Copy the secrettoken

Copy the secrat token, it will be used for the installer.

Step 3: Confirm the Installation Is Complete
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Options » Automatic Installation
Select Operating System for your Endpoint, Detection and Response Log C(

Step 1: Download

Click the download button and wait for it to finish downloading.

Aquila EDR

Step 2: Copy the secret token

Copy the secret token, it will ba used for the installer.

Step 3: Confirm the Installation Is Complete
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A Aquila+Agent+Setup+1.0.0.exe isn't commonly
downloaded. Make sure you trust
Aquila+Agent+Setup+1.0.0.exe before you open it.
Make sure you trust

A Aquila+Agent+Setup+1.0.0.exe
before you open it

Microsoft Defender SmartScreen couldn’t verify
if this file is safe because it isn't commaonly
downloaded. Make sure you trust the file you're
downloading or its source before you open it.

Name: Aquila+Agent+5etup+1.0.0.exe
Publisher: Unknown

Show less ~

[ Keep anyway
Reportthis@p as safe\
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Please follow the instructions below and refer to the images below:

Step 1: After downloading the AQUILA Agent Setup installer. Run the setup file to start the

installation wizard.


https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2025-09/YTnlrDIovYPVH27F-image.png
https://cytechint-docs-bookstack.s3.amazonaws.com/uploads/images/gallery/2025-09/gBWre1hqkblOjMtZ-image.png

& ™ (@] [J » Downloads Search Downloads

@ New X% o E @ W Tl Sert = View
A Home Mame Date mcclifi\e,cl Type Size
Toda
| Gallery - y
| ‘ Agquila+Agent+Setup+1.0.0 I T7/22/2025 6:35 PM Apolication 189,160 KB
» @ OneDrive
. b4 © &) ® 0}
Cut Copy Rename Share Delete
& Desktop Open Enter
& Downloads [J Send to My Phone
= Documents \ [ Share with >
P9 Pictures . . al f§ Runas admimstrato&
] u
) Music <7 Pin to Start
3 videos % Add to Favourites
C9 Compress to.. >
> [l This PC Copy as path Ctrl+Shift+C
> 8 CD Drive (%) CCCC /2 Properties Alt=Enter
> M Network
& Edit in Notepad

£7 Show more options

If prompted with a User Account Control (UAC) dialog stating that the app is from an
unknown publisher, click ‘Yes’ to allow the installer to make changes and proceed with the
installation.

Step 2: You may specify a custom installation directory or proceed with the default path. Click *
Install’ to continue with the installation process. Wait for a moment to install the Aquila Agent.
After AQUILA Agent has been succesfully installed. Click "Finish" to close installation wizard.
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. Aquila Agent Setup —_ X
Choose Install Location
Choose the folder in which to install Aquila Agent. .

Setup will install Aquila Agent in the following folder. To nstall n a different folder, dick
Browse and select another folder. Click Install to start the installation.

N

Destination Folder

Browse...

Space required: 639.3 MB
Space available; 39.1GB

—p | Install | Cancel

Step 3: Provide the required Secret Token to authorize and proceed with the installation. Click "
Install Agent" to proceed. Please wait a few minutes for the installation process to complete. This
will automatically initiate enrollment into the CyTech - AQUILA platform.

WO Aguila Agent - m | W

Agent Setup

Secret Token

Install Agent
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Step 4: After successful enrollment, an overview window will be displayed. Please note that it may
take some time for the device to reflect an online status. Ensure the device remains connected to
the network for the EDR policy to be properly applied.

® Aquila Agent - O X

Overview

Overall Status

SECURE

The Overview page provides a centralized dashboard displaying all recent detections related
to your endpoint devices. This real-time monitoring allows security teams to quickly identify
potential threats, analyze attack vectors, and prioritize response efforts based on severity
and impact. By consolidating detection data, the Overview page supports proactive threat
hunting and continuous endpoint security management as part of a comprehensive
cybersecurity monitoring strategy.
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The Agent Details panel allows you to verify the status and identity of your endpoint device.

|® Aguila Agent

Overview

-

Agent Details
DETAILS

Version ©
UuIiD ©

Date Installed ©

TechSupport

8.18.2
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You may also access AQUILA Agent Secure through the Windows taskbar's side dock panel.
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7. Before you can proceed to the final installation set-up make sure you check off each
steps required. Then you can click "Next".

Options » Manual Installation

Select Operating System for your Endpoint, Detection and Response Log Collector.

Step: 1Sets the PowerShell variable

Sets the PowerShell variable $ProgressPreference to ‘SilentlyContinue’ suppressing progress output during script
execution.

$ProgressPreference = ‘SilentlyContinue’

Step: 2 Downloads the Elastic Agent
Downloods the Elastic Agent version 8.16 for Windows in a zip file using the Invoke-WebRequest cindlet.
Invoke-WebRequest -Uri hitps://artifacts.elastic.co/downloads/beats/slastic-

agentfelastic-agent-8.18.1-windows-x86 _64.zip —~OutFile elastic-agent-8.18.1-windows-
¥B6 _64.zip

Step: 3 Extracts the contents of the downloaded zip file

Extracts the contents of the downloaded zip file (elastic-agent-8.16-windows-x86_64.zip) to the current
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8. A new window will appear and will check the log collector status and update the
latest installation of EDR agent. Wait for it to finish and after successfull installation the
endpoint will displayed in the dashboard.

Setting up your service

Great start! Now, please wait 2-3 minutes while we get everything ready for you.

@®" Did you know?

In Aquila's CIM, you can create playbooks that guide you through effective
case inves ions.
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9. This step confirms the successful installation and enrollment of the EDR Agent with
the fleet server.
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Awesome! You're almost there.

By clicking “"Continue” you will be redirected to the Settings page to install your Log
Sources.

Details

Press Continue to start collecting logs by adding your first log source integration. You can choose fram our
wide range of supported platforms and services.

Continue

*¥[f you encounter Log Collector Setup Failed. Please click "Retry" and carefully go gack
to Steps 5 or 6. You can also try "Manual" installation. If issues persist please contact our

technical support at support@cytechint.com for prompt assistance and guidance.
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Setup Failed

We have encountered an issue with your installation. Please try again

Details

nstallation

Done
A

To get your log collector working, ple k the retry button to install again and ensure your netwerk
connection is stable. If the error can
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For a more detailed report and in-depth analysis, navigate to CyTech - AQUILA > Cyber
Monitoring > Endpoint Detection and Response(EDR). This section provides
comprehensive visibility into endpoint activity, detection timelines, threat classifications,
and response actions to support advanced threat analysis and incident investigation.

&  AQUILA
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QUILA

Detection

Shows you the list of detections that your erganization's endpaints detected.
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AQUILA

Endpoints
Monitor device security status and take action on compromised endpoints.

Endpoint Security State Endpoint Health Endpelnt OS Type

Secured Endpoint 0
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Endpoints Ooflline

isolated Endpoint
0

+ Install Endpoint

Endpoint security Stotus 1P Address Mac Address Health Lost Seen Date Installed

cyt-logeollect Infected Healthy 4 Minutes Ago June 20,2025

TechSupport Infected Healthy 4 Minutes Ago June 20,2025
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Techsupport Infected 2 Hours Ago June 20,2025

WinTlNet Infected 1Day Ago June 18, 2025
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If you need further assistance, kindly contact our technical support at support@cytechint.com
for prompt assistance and guidance.
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